SECURITIES AND EXCHANGE COMMISSION OF PAKISTAN

‘ Specialized Companies Division
- Policy, Regulation and Development Department
No. SC/NBFC-1-196/Circular/2022/ [/7 December 2.7, 2022

Circular No.//3  of 2022

Subject: Requirements for NBFCs engaged in Digital Lending

The Securities and Exchange Commission of Pakistan (the “Commission™) in order to ensure fair treatment. (ull
disclosure and protection of personal information of the borrowers, and in exercise of powers conferred under
sub-section (3) of section 28283 of the Companies Ordinance, 1984 (XLVII of 1984, hereby imposes (he
following requirements on Non-Banking Finance Companies (NBFCs) undertaking lending aclivitics tirough
mobile applicatians (Apps). encompassing the following aspects:
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Applicability:
Disclosure to Borrowers;
Pricing Policy, Credit Risk and Advertisements/Publications;
Grievance Redressal Mechanism;
LLgan Collection;
. Requirements for Digital Lending Apps;
Confidentiality:
Mobile Application Security; and
Glossary of Tepms.
Applicability

These requirements shall be applicable to the Lending NBFCs with respect to their mobite App being
administered. managed or owned by them for digital lending.

Disclosure to Borrowers

(1} Any digital App user should be given the general information about the App. including any access to
user data or information that the App may gather after installation during App registration process. This
information should be presented in the form of audic/video or a pop-out prompt;

(2) Before entering into any agreement for loan, the Digital Lender shall give fuil disclosure to the
prospective borrower on all the terms of the agreement, including but not limited 1o the follnwing:

a. privacy policy - the privacy poficy shall duly be vetted by a law {irm specialized in the field of
Banking and Finance:

b. mark-up rate- rate of mark-up that will be charged on the loan whether it is on Axed. variable
or combination of tixed and variatic rates:

c. financing details- amount and term of loan along with number of installments and the ameunt
to be paid for each instatimens;

d. [Early Settlement charges- calculation of charges/penalties, if the loan facility is scttied before
maturity of the loan;

e. fees and charges- appiicable fees and charges by whichever name calied. and their nature.
including implicd charges/penalties; and

f.  contact details- details of Grievance Redressal System.

(3) Before proceeding for loan disbursement, a Digital Lender shall display a summary of key fact statement
to the borrower through a video/audio. screen shot and email/SMS in English and Urdu languages. The
key fact statement shall be presented in a simple. clear and casily accessible format and shall include
the minimum information as provided in Annexure — A:

(4) Any fees, charges, eie., which are not mentioned in the key fact statement (Anrexure - A) cannol he
charged to the borrower at any stage during the term of the loan;

(5} Digital Lender shall also provide comprehensive disclosures to the borrowers on coliection of data, it
safe storage, sharing and its usage and in this regard shall aiso obtain express cansent of the borrewer.,
Furthermore, a digital lender shail not acquire any information that is personal in nature and is not
directly related to the credit score calculations including information stored on the device such as videos.
photos, SMS or other digital content etc;

(G) Any fee, charges etc. payable with respect (o the credit intermediation process shall be paid directly by
Digital Lender and not by the borrewet;

{(7) No upfrent deductions (first instalment, charges, fee ete.) shall be made from the loan disbursemenm
amoimnt and the loan amount disbursed shall be equal to the loan amount approved:
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(8) The loan disbursement shall be subject to acceptance of all the underlying terms and conditions by the
borrowers. The Digital lender shall provide a choice to the borrower to accept or decline the offer
through conspicuously provided click on the button options;

{9) Digital Lender shall ensure that digitally signed documents (on the letter head of the Digital Lender)
viz., summary of loan product, sanction letter, terms and conditions, account statements, privacy policies
of the Digital Lender with respect to borrower’s data, etc. shail automatically flow to the borrowers on
their repistered and verified email/ SMS upon execution of the loan contract/ transactions;

(10) The terms and conditions along with Annual Percentage Raie (APR) as agreed betwaen Digital lender
and berrower ai time of grant of [oan shall not be subsequently changed without prior consent of the
borrower;

(11) A Digital Lender shail allow the Cooling Off period on every loan and clearly communicate and explain
it to the borrowers. The Digital Lenders shall however, be eligible 1o collect National Database and
Regisiralion Authority Verisys cosl, fund transter cost (if incurred) and CIB costs from such borrowers
who avail the cooling off facility;

(12) A Digitai Lender shall give borrower a digital receipt for every repayment made on account of any loan
al the time of such repayment; and

{13) All ransactions including disbursement and recovery shall be carried out only through the bank
accounts branchless banking accounts of the digital lender and disbursement shall be ensured to be made
in the bank account/branchless banking account of the borrower [IBAN/E-Wallet RMobile Account
Number after title verification through I-iink title feteh service or IBAN/L-Wallet mobile account
number and CNIC Pairing).

3. Pricing Policy, Credit Risk and Advertisements /Publications
{1} A Digital Lender shall develop and implement appropriate pricing policies approved by its board of
dircctors that ensure access fo affordable financial services along with operational and financial
sustainability of the NBFC;
2} In order to prevent borrower's over-indebtedness and manage credit risk, the Digital Lenders shall
develop an internal mechanism to monitor the overall exposure of [1s borrowers by:
a. requiring additional irformation ‘undertaking from borrowers regarding their curvent borrowing
rrom ali lenders;

¢, ensuring regular/continuous reporting to all the credit bursaus operating in Pakistan on redl ime
basis.

(3) A Digital Lender shall make available on its website, updated information regarding its lending products
including complate terms and conditions, Any advertisement and publication, whether in textual, digital.
uudio ar visual form. in relation to the digital lending business of a Digital Lender, directly or through
any other person, shatl:

2. be fair and reasonable and not contain misleading inforniation:

b. not use oflicial iogo of the Commission or any other government agency:

¢. contain fulf disclosure regarding toans on offer and applicable APR; and

d. contain the Digital Lender’s full corporate name and licensing status (including license no.) on its

App, documentation, advertisements materials, and

ensure to include its App name, web address. telephone hotline for handling complaints and a risk

warning statement, prominently and casily legible in the written or visual part of the

advertisement,

T

4. Grievance Redressal Mechanism

All the requirements of’ Commission’s Circuiar No. 24 of 2018 dated December 27. 2018 relating to Guidelines
on Grievance Redressal System in Non-Bank Microfinance Companies shall be applicable to Digital Lenders.
In'addition. digital lenders shall report to the commission on a menthly basis, the following information:

2. No. of complaints outstanding from f. Satislaction ratio:

previous month; g. Average time taken for disposal of 1
b, Total ne. of complaints during complaint; and

current month, h. Monthly trend  analysis  of complaints
¢, Nuture of repetitive complaints; received and disposed.

d. No. of complaints resolved;
2, No. of complaints outstanding;
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6.

Loan Collection

{1) In case. the digital fender culsources its loan collection function to third-party service providess (agenls).
it shall alse maintain complete record of employees/personne! engaged in recovery of fnans:

(2) A Digital Lender, its employeas or agents while reftzaining from unscrupulous and untoward acts: ghall
only resort to reasonable and legally permissible means for collection of amounts due from the
borrowers under the loan agreemants;

{3) Without limiting the general application of the foregoing requirement. a Digital Lender, shall not.
engage in any of the following unfair collection practices:

a. contacting at unreasonable or inconvenient times i.e. before 7 a.m. or alter 10:00 p.m.:

b. notwithstanding the barrewer's consent, accessing the borrower’s phone book or contacts st or
pitoto gallery and contacting the persons in the borrower’s contact list. other than those who have
been specifically authorized by the borrower as guarantors and who have also provided their consent
to the digital lender at the time of loan approval;

¢, post, share or publicize a borrower's personal or seasitive information enline or on any otaer {orum
or meclium, or threatering to do so, except to the extent of reporting 19 credit bureaus or other legal
forums. as per authorization from the borrowers;

d. use of or threat o use violence or other illegal means to harm the person. or his repwiation or
property;

€. use of obscere or profanc language for the horrower or the borrower’s refereitces or contacts;

[ improper or immoral cebt colleetion tactics. methods or an act that is iilegal; and

2. any other conduct whose consequence is to narass, oppress. or abuse any person in coennection with
the collection of a debt.

(4) All cails and messages for loan colfection sheuld be made via company s designated phone nuimbers (1
be made public through website & App) and all calls should be recorded. The call recordings and log of
messages should be maintained for a period of at least one year; and

(5) Digital lenders shall handle delaulters as per the law of Pakistan.

Requirements for Digital Lending Apps

(1) Prior to launch of an App or any other digital channel for lending, the Digital Lender shall seck approval
of the Commission and submit a certificate from the Pakistan Telecommunication Authority’s (PTA
approved Cyber Security Audit Firm (CSAF) regarding compliance with the reguirements of this
Circular, as applicable:

(2) A Digital Lender at the time of launching the App shall provide license status along with approv:
granied by the Conumission for the App to Google Play Store and/or App Store. Proo! for the same siall
subsequently be provided to the Commission and maintained by Digital Lender as record:

(3) A digital [ender shall operate onlv one App at a particular thne:

‘4) The Digital Lenders having more than one existing App(s). shall submit the name of their one
operational App that will continue operations and a list of such additional Apps thal they plan to shut
down;

(5) For the ore existing App that will continue operations, the Digital Lender shall submit the requisite
certificate from PTA approved CSAF and ensure that all other Abps shali cease to exist:

(6) The Commission shall maintain and publish the list of the Digital Lending Apps on its official website:

(7) [nordert to address the prospective risk of identity theft: the App shall require provision ol'a live sellie
for photo verification as part o' their Know Your Customer (KYC) process:

Confidentiality
Data collected by Digital Lenders through mobile Apps or any other means is subject to privacy of the
borrower and shall be used only for the loan processing or transactions related to the loan. A Digital Lender
shail keep the data of the borrower strictly confidential. except in the foliowing circumstances:
a. Disclosure of information with the specific written or recorded consent of the borrower;
b. Release, submission or exchange of borrower information with other financial institutions. credit
information bureaus and duly licensed lenders;
¢. Disclosure of information upon orders of a court of competent jurisdiction or any government office
ar agency authorized by law;
d. Disclosure 1o collection agencies, counsels and other agents of the Digital Lenders to enforee the
latter’s rights apainst the barrower:;
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e, Disclosure to thivd party service providers sclely for the purpose of assisting or rendering services
to the Digital Lenders in the administration of its lending business: and

. Disclosure to third parties such as insurance companies. selely for the purpose of insuring the Digital
Lenders from borrower default or other credit loss. and the borrower from fraud or unauthorized
charges,

8. Mobile Application Security
(1) Digital lender shall ensure that adequate cybersecurity measures and controls are in place to ensure

confidentiality. integrity and availability of the data and information. The controls shall include but not
Fmited to:
a. Secure Access Management:
b. Perimeter and Network Security;
¢. Endpoint, Server and cloud security;
d. Application level Security:
¢, Data Sceurity:
f. Incident surveillance and monitoring:
1. Patch management;
Logaing and backups: and
i.  Secure Codes.

1=

(21 Digital Lenders shall develop a policy governing mobile Apps’ business objectives, standards.
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compliance, guidelines, controls, responsibilitics and liabilities. As a principle, the policy shall achieve
a balance between the security of Apps, convenience and performance. The policy shall at least he
revisited annually and/or when a significant change is made in the environment;

Digital Lenders may develen maobile Apps in-house, through outsourcing or by a combined approach.
To manage mobiie App development projects, Digital Lenders shall:

a. Put in place necessary App documentation including manuzls on development, testing, training,

production, operationai administration, user guides and Scrvice Level Agreements (SLAS);

b.  Carry oul vulnerability assessment, penetration testing and performance assessment of mobile Apps
to ensure eftective and smoaoth operation, before deploying the same in production environment:
Carry out system and User Acceptance Testing (UAT) in an environment separate from the
production envirpnment; and
d. Pui in place an escrow arrangement in cases where third party vendors develop mobile Apps but

the source codes are not refeased to the Digital Lender,
Data shall not be stored on any cloud infrastructure outside the jurisdiction of Pakistan. Moreover, data
currently stored on cloud infrastructure/hosting ‘data centers outside the jurisdiction of Pakistan shall be
shifted/transferred inside the jurisdiction of Pakistan;
A Digital Lender shall share the particulars of its SecurityI'T" team and any change thereof with the
Commission;

Digital Lenders shall ensure compliance with the requirements relating to the mobile App, as provided
in Annexure-B (o this Cireular;

Digital lenders shall arrange at least on a bi-annual basis (every two years), 1T audit of the App by
independent audit service provider having qualified CISA / Certified [SO27001:2G13 Lead Auditor
certifieation to check compliance with regulatory requirements and shall submit the report to the
Commission within three months of the end of the respective financial year;

The Digital Lender shall ensure compliance of all applicable laws in force in Pakistan related to cyber
security, personal data pretection, cloud usage und data privacy; and

o

9) The Digital Lender shall solely be responsible for any digital fraud as a result of security lapse.

aperational issues, architecture of the App or any other malfunction of the App.

9. Glossary of Terms
(1) »Digital Lending” means providing finance through digitai. technology-based or internet-based

channels, Apps or tools. with [imited or no human interaction for loan application. approval,
disbursciment and repayment; :

(2) “Digital Lender” means Commission’s licensed Lending NBFCs that operate. facilitate, or provide

mobile application or platiorm for Digital Lending to the borrowers:

(3) “Annual Percentage Rate” or “*APR” means effective annualized rate (%6) (computed on net disbursed

amoaurt using IRR approach and reducing balance method) camprising ali costs of the loan including
4
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the nominal interest/markup/profit rate and all other applicable fees {i.e. processing fecs, service fees.
notarial fees, handling fees and verification fees, among others). that represent a cost to the borrower by
whichever name calied. The APR does not include penalties for late payment and non-payment;

(4} “CIB” means Credit [nformation Bureaus; and

Board of Directors, from the disbursement of loan during which the borrower has the rigit to withdraw
from the loan agreement and repay the principal amount to the digital lender without any

markup/interest.

Foilowing the issuance of this circular, all Digitat Lenders must ensure compliance with requircments under
clauses 2. 3, 4. 5 and 7 within seven days and clauses 6 and 8 within ninety days. Mowever, clauses 6 f } and 6(4
will take effect immediately, while digital lenders must ensure compliance with clause 8(4) within one year of
the publication of this Circular, and submit quarterly progress reports to the Commission in this respect.

Any non-compliance shall attract the penal provisions of section 282 of the Companies Ordinance, 1984.

LY 1
L R . i o,
. 1 o ¢

AL Saced)
Chairman/Comiyissioner (SCD)
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Distribution:

1. Chief Executive Officers of All Non-Bank Finance Companics
2. Chief Executive Officer. Pakistan Microfinance Network
3. Chairman. NBFI & Modarabas Association of Pakistan
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Annexure — A
(Clause 2(3) of the Circular)

Summury of Minimum Information to be provided to the borrower: -

Sr, No. | Parameter ' Details

a. | Loan Amount approved {Rs.); 1

.

l b. Cooling off period to withdraw from the foan agreement and
repay the principal amount without any markup/interest except
appliceble Verisys (Rs.), C1B (Rs) costs and Fund Transfer Cost |

| (if Applicable) (Transaction/IBFT Cost)

W s | Annual Percentage Rate; |

Nl | Processing fee charges (Rs.) !

e | Anv other charges (Rs.): |
f, Amount being disbursed and the amount to be repaid in lump |

sum or in insiallments (Rs.);

Tener of loan and repayment frequency & date(s);

(15

L. Latc Payment/Additional Per day charges in case of laie

L

! payments; and
i Name, designation, address and phone number of officer
| designated to deal with digital lending complaints/issues.
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Annexure— B
(Clause 8(5) of the Circular)
Mobile App Requirements

A, Arehitecture of Apps

(i). Digital Lenders shal! be responsibic for development of a standard architecture bascd on set of
security principles. rules, techniques. processes, and patterns 1 design a secure Apps:

(i1). The entire developiment of Apps shall revolve around the architecture principles. which can be
updated based on the learnings during the course of development of application layers (or
equivalent) and operational usage and consumer feedback;

(iit). Digital Leaders shall ensure that the Apps architecture is robust and scalable, vommensurate
with the application volumes and borrower growth. For this purpose. a robust capacity
management plan shall he put in ptace to meet evolving demand.

B. Device Registration/Binding

(). Digital Lenders shall implement a flexible device registration/binding functionality using onls
registered devices (0 aceess backend servers,

(if). The device regisiration binding shall preferably be implemented using a combination of
hardware, software and service information. in case. multiple devices are registered by a user:

a) the user must be notified of every new device registration on the registered mobile
number, ematl or phone ¢all: and

b) Digital Lenders shall maintain record ol all registered devices, providing the user a
facility 1o disable a registered device.

C. Authorization and Authentication of the User

(i). Digitai Lenders shali ensure that explicit customer consent in a convenient manner is obtained
before allowing registration of Apps;

(it). A login authentication shall be in place.

(iii). Digital Lenders shall ensure that the access to persanal data is protected by strang customer
authentication mechanism including:

a} Imp.iementation of multi-factor authentication (MFA) for registration of Apps user-
account;

b) Strong and configurable PIN/password/pattern or a biometric credential such as face
recognition or fingerprint recognition;

¢} Time-based one-time passwords (TOTP) for authentication:

) OTP auto-fetching functionality;

¢) Configure maximum number of failed attempts of authentication afler which access
to the App is blocked:

) Define maximum duration for termination of inactive mobile scrvice sessions:

g) Ensuring thet user authentication shall be processed only at the App owner’s servar-
end; and

h) Ensure that authentication attempts are logged and monitored to deicct login
anomaiies and passible breaches.

D. Protection of Sensitive Personal Data

(). Digital Lenders shall ensure that sensitive information is not stored in a shared store segment

with other Apps on mobile devices. [t is recommended to wtilize only the device internal storage.
which is virtually sandboxed per App or preferably in a container App without meddling with
other applications or security settings of the mobile devices;

i), Digital Lenders shall ensare that confidential data is deleted from caches and memaory after it is
used and/or uninstalied. Further, Digital Lenders shall ensure that Apps erase’expire all
application-specific sensitive data stored in all temporary and permanent memorics of the device
during logeff or on unexpected termination of App instance.

(iii). Customer credentiels and transactional data shail be encrypted while in-transit and at rest using
strong, internationally accepted and published standards for key lenglh, algorithms. cipher
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suites. digital certificates and applicable protecols that are not deprecated/ demonstrated to be
insecure’ vulnerable:

(iv). Encryption keyvs shall enly be stored with appropriate robust security controls and shall remain
in a non-exportable form in a highly sceure and standard key store. It may be bound to the secure
hardware (e.g. Trusted Exceution Environment, Secure Element for Android or its equivaient
on any other platform). Further, Key Use Authorization shall be implemented, which should not
be changed after generaticn of keys.

E. Network and Interfacing Security

(). Digital Lenders shall ensure to enforee sccure communication during the session establishment.
exchange of data among Apps and backend services (including microservices);

(ii). Traasport layer encryption shall be implemented for all communications between the Apps and
App servers.

{ifi}. Digital Lenders shall setup their own Trust Manager to avoid accepling every unknown
certilicate. Apps shall use valid certificates issued by a trusted certificate authority;

(ivl. Apps shall have inbuili controls te mitigate bypassing of certificate pinning:

(v). Apps shall veasc operations until eertification errors are oroperly addressed;

(vi). Digital Lenders shall ensure that Apps must be abie (o identify new network connections or
connections from unsecured networks like unsecured Wi-Fi connections and appropriate
controls shall be implemented under such circumstances:

F. Session Management

(i). Digital Lenders shall ensure that Apps have automatic user-logolT functionality after a
canfigurable idle time-period;

(i} Digital Lenders shall ensure that Apps have an easy 10 use and clearly visible Jogolf method;

ii1). Digital Lenders shall ensure that Apps crase/expire all application specific sensitive data slored
in all temporary and permanent memories of the device during logoff or un termination of App
inslance:

(iv). Digital Lenders shall ensure that a procedure is in place to detect multiple simultaneous iogin
attempts and immediately communicate it to the concerned user through alternate channels such
as callback. SMS. email ete.

G. Tampering Detection

(i). Digital Lenders shall implement necessary checks on the server-side to verify Apps integrity
and to detect any masipulation.

(i). Digital Lenders shall ensure that instaliation of Apps is not allowed on rooted/jail broken
devices:

fiiiy. Digital Lenders shall ensure that Apps ave not allowed to run inside a debuggerfemulator. For
this purpese, Apps shall have debugger/emulator detections in piace. Further, Digital Lenders
shal not allow any third party to debug the application during runtime.

H. App Permissions

(i). Digital Lenders shali ensure 1o restrict data shared with other applications on the device through
fine-grained permissions;

(i), Digital Lenders shat! ensure to minimize the number of permissions requested by the App and
ensure that the permissions correlate to functionality required for the App 1o work, Apps shall
defer or relinquish permissions when the same are no longer needed;

(iii}. Unless for a specific business reguirement in accordance with the security architecture
principles, Digital Lenders shall not allow users to navigate o other Apps. sites or view objects
that are not trusted and outside of App environment.

I. Secure Coding

(i}. Digital Lenders shall ensure that their Apps developers adhere 1o industry accepted secure
coding practices and standards;

(iD). Digital Lenders shall ensure that security libraries offered by mobile operating systems are
correcily designed and implemented and that the cipher suites they suppart are sufficiently
strong. Accordingly, Digital Lenders shall only usc necessary and sccure services, protocols,
components, and dependent software and hardware, including those provided by third parties.

\\, ’n Z 8
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(ii). Digital Lenders shall document ali required protocols, services, components, and dependent
sofrware and hardware that are necessary for any functionality of the application.

(iv). Digital Lenders shall have knowledge of all off-the-shelf libraries/ madules/components utilized
in the development of Apps;

(v). Digital Lenders shall ensure that code signing is used for the Apps to confirm Lthe software
author and guarantes that the code has not been altered or corripled since it was sighed;

(vi). Digital Lenders shall ensure that private key used for code signing is generated, secure!y stored
and appropriately backed-up;

(vii}. Digital Lenders shall ensure that minification and source code obfuscation techniques are used
in the Apps.

(viii). Digital Lenders shail ensute to review application code prior to release 1o customers after any
significant change. o identify any poiential coding vulnerabilities;

{ix}. Digital Lenders shall verify that apps are not vuinerable to common coding vulaerabilities by
performing manual or aulomated penetration testing.

J. Input and Qutput Handling

(i). Digital Lenders shall ensure that any input coming from the client that iz ¢ he stored in
datubescs is properly validated,

(ii). Digital Lenders shall ensure that input and output data is properly sanitized and validated at the
server and at the client-end;

(iii). Auto-complete feature shall be disabled for sensitive information such as login I1Ds and
passwords;

(iv), Clipboard/ copy-paste function shall be disabled for sensitive data. Digital Lenders may also
use in-App keypad/ keyboard to capture the input from users.

K. Error and Exception Handling

(i).  Apps shall have a proper error-handling mechanisin and all errors shall be logged in the server.

(ii). Scnsitive information andfor hints shall not be disclosed in error/warning messages and
netifications:

L. Monitoring, Logs and Data Leakage

(i). Digital Lenders shali ensure that the App usage behavior is maintained and monitored through
automated miechanism and deplioy tools to identify any anomaly in the usage and behavior, The
mechanism shall integrate with complete process of customer support for verification to clear
the anomaly for consumer protection;

(ii). Digital Lende=s shall ensure that Apps logs do not contain any sensitive data and where
essentially required should be masked such that it no longer remains directly constructible in its
complete [orm by collating compaonents;

(iii). The logs shali be stored separately from the application/database servers and protected wit
appropriate access controls;

(iv). Digital Lenders shall implement appropriate security safeguards to protect the logs from
unauthorized modification or destruction;

(v). Digital Lenders shall ensure that all the ecosystem fogs are available for audits:

(vi). Digital Lenders shall implement appropriate control to prolect transactional data/informatio
against any loss or demage;

(vii). Server access controls and audit logs shall be maintained at the server leve! as per data retention
policy.

M. App Vulnerability Assessment, Patching and Updating

(i). Digital Lenders shall ensure that the Apps have passed through extensive and recursive
vulnerabifity assessment. scan and intrusion tests to identify weaknesses in App through both
internal and independent assessors;

(ii). Digital Lenders shall ensure that the vulnerabilities identified during assessment scans. usage
of the App or threugh independent identifier sources are fixed and updated to respective
platform stores;
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(i),

Digital L.enders shalt ensure notifying users about update and enforce it within a grace period
depending upon the criticality of fixes. The information about fixes shall be published in App
release notes.

N. Application Programming Interface (APls)
[n order to cstablish adequate safeguards to manage the development and provision of APIs for secure
delivery of third party provided services through Apps. Digital Lenders shall implement {ollowing
measyres;

(i).

(iii).

(iv).

(V}.

(vi)

{vii).

{viii),

Iistablish security standards for designing and developing secure APls including measures to
protect the API keys ar access lokens, which are used to authorize access to APls to exchange
confidential data. Digital Lenders shall define and enforce a reasenable timeframe {or access
token expiry to reduce the risk of unauthorized access:

A well-defined vetting process shail be put in place for assessing the appropriateness of third
parties in conneeting to the Apps via APIs, as well as governing third-party API access. The
velting eriteria shall consider third party’s nature of business, security policy, industry
reputation and track record amongst others;

Perform risk assessment before allowing third partics (o connect to their systems via APls. and
ensure the securily implementation for each APT is commensurate with the sensitivity and
business criticatity of the data being exchanged;

Strong authentication and access control mechanism to authorize and control access 1o
designated API services in order to safeguard customer information;

Strong encrypticn standards and key management controls to secure transmission of sensitive
data through APls:

The Digital Lenders shall have the ability to log the access sessions by the third party(ies), such
as the identity of the third party making the API connections, and the data being accessed by
them. Dipital Lenders shall ensure to perform a robust security screening and testing of the API
between the Digital Lenders and third party before going live;

Deploy real-time monitoring and alerting capabilities to ensure visibility of the usage and
performance of APls and detect suspicious activitics. In the event of a breach. measures shall
be in place to promptly revoke APl keys or access tokens;

Take steps to handle high volumes of API call requests by legitimate applicatiors, and
implement measures to mitigate denial-of-service attacks while ensuring that these measures
are commensurate with the eriticality and availability requirements of the App.

0. Customer Awarcness

(i).

(i1,

{1v )

(v),

(vi).

The App shall have o visible section/tab’module containing necessary legal, regulatory and
compliance related information with required disclaimers and acknowledgment of facts (such
as refating 1o the extent of collection. storage, and disposal of data), rights, responsibilities and
liabilities o hath the borrowers and [Digital Lenders;

Digital Lenders shall ensure to educate and inform borrowers‘users clearly about how to access,
download, securzly use and cease o use the Apps within the App interface as well as through
olficial application release channels in order to mitigate the risk of running malware-infected
Apps:

Digital Lenders shall ensure that a robust remedial process of customer support and complaint
resolution is defined and implemented to address any security incidence albeil targeted, sectoral
or global related to Apps user(s) or their back-end infrasiructure;

Digital Lenders shall ensure that Apps arce hosted only at the relevant App platform and shall
not be hasted (or downloading at App owner's website or the vendaor website or any other third-
partly wehsite:

[Digital Lenders shall undertake active awareness campaigns 0 cducate customer and internal
staff about malicious messages. phishing attacks, and spoofing;

All of the above information should be in a structured, clear and understandabie form at feust
both in English and Urdu languages.
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