SECURITIES AND EXCHANGE COMMISSION
OF PAKISTAN

No. T# 03/18-19
Request for Proposals
Hiring of Consultancy Services for Enterprise ISMS Gap Analysis

The Securities and Exchange Commission of Pakistan (SECP) invites sealed proposals
(technical proposal and financial proposal) for selection of a consultant/consulting firm. This
selected consultant/consulting firm shall perform Gap Analysis on established enterprise
ISMS by identifying establishment and implementation issues, assisting in filling these
gaps/issues, and finally by assessing level of preparation before inviting third party
independent certification auditors.

Request for Proposal containing detailed terms and conditions, method of procurement,
procedure for submission of proposal, bid security, proposal validity, opening of proposal,
evaluation criteria, clarification/rejection of proposal etc. against above requirement are
available for the interested firms from the undersigned and can also be downloaded from
https://www.secp.gov.pk/procurement/ free of cost.

The proposals prepared in accordance with the instructions in the bidding documents, must
reach undersigned on or before September 24, 2018 at 1500Hrs and will be opened on the
same day at 1530Hrs.

In case of any query, Admin Department may be contacted on Telephone No.
051-9207091  (Ext-437) Email:  ubaidullah.khalid@secp.gov.pk  Office  Hours
(Monday to Friday excluding Public Holidays)

Deputy Director (Admin)
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Terms and Conditions for Consultancy Firms and Proposals

Tender ldentification Number: TENDER # 3/ 18-19

The Procurement Agency is:

Securities and Exchange Commission of Pakistan
4th Floor, NICL Building, 63 Jinnah Avenue, Blue Area,
Islamabad.;

. The Securities and Exchange Commission of Pakistan (SECP), setup in pursuance of the

Securities and Exchange Commission of Pakistan Act, 1997 is an apex regulatory authority
mandated to regulate and supervise the Pakistani securities markets, corporate sector,
insurance industry and non-banking financial sector etc.

The Securities and Exchange Commission of Pakistan (SECP) invites sealed proposals
(technical proposal and financial proposal) for selection of a consultant/consulting firm
based in Pakistan and registered with sales tax department, having national tax number
(NTN) for:

Consultancy Services for Enterprise ISMS Gap Analysis

through
Quality and Cost Based Selection

Pre Bid Meeting: In order to obtain full understanding of the Scope of Work, a meeting of
the bidders is scheduled on September 11, 2018 at 1100 Hrs at SECP Office. Those who
wish to attend/ participate should inform the undersigned.

. Clarification if any on the technical requirement may also be obtained by sending an email

to ubaidullah.khalid@secp.gov.pk till September 11, 2018 (before pre-bid meeting).

The clarifications issued in respect of all queries (through email and during pre-bid
meeting) will be uploaded on SECP Website by September 11, 2018.

. This selected consultant/consulting firm shall perform Gap Analysis on established

enterprise ISMS by identifying establishment and implementation issues, assisting in filling
these gaps/issues, and finally by assessing level of preparation before inviting third party
independent certification auditors.

Proposal shall comprise a single package containing two separate envelopes. Each envelope
shall contain separately the financial Proposal and the technical Proposal. The envelopes
shall be clearly marked as “FINANCIAL PROPOSAL” and “TECHNICAL PROPOSAL”
in bold and legible letters.

Initially, only the envelope marked “TECHNICAL PROPOSAL” shall be opened
publically. The envelope marked as “FINANCIAL PROPOSAL” shall be retained.

After the evaluation and approval of the technical proposal, financial proposal of the
technically accepted proposal only will be opened at a time, date and venue announced and
communicated to the bidders in advance. Financial Proposals of technically non-responsive
will be returned.
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Relevant details plus terms and conditions of the invitation may be obtained from the
undersigned personally or by visiting the SECP website:
https://www.secp.gov.pk/procurement/

The proposal validity period shall be 150 days.

The amount of the proposal and bid/proposal security shall be in Pak rupees. The bid
security shall be submitted in a third sealed envelope with the technical proposal. The
proposals should be accompanied by bid security (refundable) for an amount equal to 2%
of the total quoted price (inclusive GST, if applicable) in shape of either pay order, demand
draft valid for not less than 6 months in favor of Securities and Exchange Commission
of Pakistan. Proposals not accompanied by bid security or with less amount of bid security
will not be entertained.

In case any consultant/consulting firm submits more than one option against this invitation
then bid security shall be submitted against highest quoted option.

The bid security of successful consultant/consulting firm will be retained and that of other
consultant/consulting firm will be returned after award of contract.

If the proposal is withdrawn before the expiry of its validity or the supply/services are not
made/provided within due date, the bid security will be forfeited in favor of the SECP,
Islamabad.

The language of the proposals is English and alternative proposals shall not be considered.

Amendments or alterations/cutting etc., in the proposals must be attested in full by the
person who has signed the proposals.

The prices quoted shall correspond to 100% of the requirements specified. The prices
quoted by the consultant/consulting firm shall not be adjustable. Changes or revisions in
rates after the opening of the proposals will not be entertained and may disqualify the
original offer.

Consultant/Consulting firms shall quote a lump sum cost inclusive of applicable taxes and
any other cost involved therein.

The rates must be quoted strictly in accordance with our documents and Annex(s).
Discounts (if any) offered by the consultant/consulting firm shall be part of the proposal.

In case applicable taxes have neither been included in the quoted price nor mentioned
whether quoted amount is inclusive or exclusive of such taxes, then quoted amount will be
considered inclusive of all taxes and selected consultant/consulting firm will have to
provide the required services, if selected and declared as highest ranked bidder. In case
consultant/consulting firm is not willing to provide services on quoted amount then bid
security submitted with the proposal will be forfeited in favor of the Commission and next
ranked bidder will be awarded the contract.

Proposals shall be evaluated as per evaluation criteria of this Request for Proposal.

Consultant/consulting firm must have regular place of business, telephone numbers and
email address and must provide proof of their existence in the particular business.
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Consultant/consulting firm must submit an affidavit with the bid that the bidder is not
blacklisted by any organization.

Only registered consultant/consulting firm who are on Active Taxpayers List (ATL) of
FBR are eligible to supply goods/services to the Commission.

If any consultant/consulting firm is not in ATL then his payment shall be stopped till he
files his mandatory returns and appears on ATL of FBR.

Items included in Compulsory Certification Scheme of PSQCA shall be duly certified by
an accredited laboratory and fulfill necessary conditions of PSQCA, as applicable.

The SECP reserves the right to accept full or partial supplies/services offered and
consultant/consulting firm should supply the same at the rates finalized between the
procuring agency and the consultant/consulting firm.

SECP reserves the right to cancel this invitation and reject all proposals at any stage of the
bidding process.

The consultant/consulting firm do not have the option of submitting their proposals
electronically. Telegraphic and conditional proposals will not be accepted. Unsealed
proposals will not be entertained.

Sealed proposals may be dropped in the tender drop box placed at Ground Floor of
the NIC Building, 63 Jinnah Avenue, Islamabad.

Clarification if any may be obtained ubaidullah.khalid@secp.gov.pk

The proposals received after the due date and time will not be entertained.

Successful consultant/consulting firm shall be bound to provide the required services within
the delivery period. In case of late delivery, late delivery (LD) charges equivalent to 1%
(of the PO/contract Value) per week shall be imposed and deducted from the payment.
However, imposed penalty shall not exceed 10% of the PO/contract value.

It is of utmost importance that proposals should be submitted very carefully and the
instructions set forth above, scrupulously complied with, failing which the offer will be
ignored.

The place of proposal destination is: Securities and Exchange Commission of Pakistan,
NICL Building, 63 Jinnah Avenue, Blue Area, Islamabad.

The envelopes shall bear the following additional identification marks:

Proposal for: “Hiring of Consultancy Services for

Enterprise ISMS Gap Analysis”
Consultant/consulting firm Name:  XYZ
Attention: M. Ubaidullah Khalid
Deputy Director (Admin), 4th Floor
NICL Building, 63 Jinnah Avenue
Blue Area, Islamabad
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41. The deadline for the submission of proposals is:

Date: September 24, 2018
Time: 1500HTrs

42. The proposal opening shall take place at:

Securities and Exchange Commission of Pakistan
NICL; Building, 63 Jinnah Avenue, Blue Area,
Islamabad

Date: September 24, 2018

Time: 1530Hrs

A statement “Not to be opened before 1530 Hrs on Date: Date: September 24, 2018 shall
be clearly mentioned on the top of the sealed proposal.

Note:

If the above terms and conditions are acceptable then proposals must be submitted well
in time and according to the requirements



The attachment/Annex (s) details are as under

Scope of Work
Eligibility Criteria for Technical Evaluation :
Consultant Selection/Evaluation Process
Technical Scoring /Evaluation
Techno-Financial scoring
CONSULTANCY AGREEMENT
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Scope of Work

The scope of the work is laid down as:

Sr.#  Activity

1.
1.1

1.2

2.
2.1

Current State Assessment

- Review current Enterprise Information Security
and Information

Policy (EISP), ISMS Manual

Security Department’s organogram; and

- Review IS-GRC Council’s ToR.

- Understand the Commission’s critical business
services and their dependency on critical IT-

services and infrastructure.

- Identify and document local and International

‘Information  Security/Cyber

Security and

Privacy’ related Laws & Regulations that the
Commission required to compliance with.
- Review the adequacy of current ISMS scope

with  local and
Security/Cyber

document
‘Information

International
Security  and

Privacy’ related Laws & Regulations that the
Commission required to compliance with.
- Review current outsourced IT-services and their

SLA’s w.r.t. IT security.

- Review of documentary adequacies.

- Review current

Documentation viz.

-Personnel security practice;
-Physical security practices;

-Logical security practices;

-Network security practices;

security
implementation adequacies and with

practices,
ISMS

-Operations security practices;
-System development security practices ;
-Business continuity practices;

-Legal contracts; and
-etc.

- Perform detailed Gap Analysis vis-a-vis 1SO

27001-control  framework on
documentation and produce a
Report.

the existing
Gap Analysis

Annex — A

Expected Deliverables

- Revised EISP and ISMS Manual;

-Revised ISD Organogram and
ISMS organization structure;

- Report on local and International
‘Information Security/Cyber
Security and Privacy’ related
Laws & Regulations that the
Commission required to
compliance with;

- Revised ISMS Scope document
(Scope for implementation and
Scope for 27k certification);

- Develop revised ISMS
documents including:
-Information security
policies
ISMS procedures,
standards and guidelines;
and
-Any  other  relevant

deliverable(s).
- Gap Analysis Report
- Any other relevant deliverable(s).

Asset Profiling, Risk Assessment and ISMS documentation

- Perform detail

review of current assets/risk

management methodologies by examining our
Information Asset Registers/Asset Profiling, Risk
Assessment and Risk Treatment reports etc.

- If the current one is not adequate, propose
appropriate methodologies and adjusted our
assets/risk management methodologies.

7

- Gap Analysis Report —on asset
profiling, risk assessment and
treatment methodologies
-Training material and conduct
trainings for revised methodology,
if the current one is not adequate;



2.2

-Develop revised criteria for accepting risks
and identify the acceptable levels of risk,
-Revised asset registers, risk assessment
and risk treatment  documentation,
accordingly.
- Assist in labelling and marking of digital and non-
digital information assets, in according with
classification.

- Perform detailed risk assessment for critical
information assets supporting the Commission’s
business services.
- Perform Technology Risk Assessment of critical
IT-Systems and IT-Infrastructure including:
- Review Network Architecture;
- Review Network Security Architecture
and Network Security Policy;
- Review the appropriate segregation of
network into various trusted zones;

-Review device and service level
Redundancy and Load Balancing, where
applicable;
-Review the configuration of critical
server(s) and database(s);
- Review the Ease of Server Provisioning;
- Review the Data Storage and Backup
Solutions and assess adequacy of Backup
Testing and Restoration;
- Review the Security Vulnerabilities
Assessment(s) of the LAN and WAN and
critical Server(s); the (Internal and
External) Penetration Testing Report(s);
and the Penetration Testing Report(s) of
critical s/w applications;
- Prepare Information Security Risk Assessment
(ISRA) Report and propose Information Security
Risk Treatment (ISRT) Plan.

3. ISMS Implementation and Performance Reporting

3.1

- Review the adequacy of information Security
Awareness and Training (iSAT) Program Plan.
- Assist ISAT Team in conducting training and
awareness sessions on ISMS awareness and
implementation.
- Prepare detailed ISMS implementation charter
- Assist information Security Department (ISD)
in monitoring the implementation of non-
technical controls viz.
-Policies and procedures:

- Administrative controls;

- Physical controls;

- Personnel controls;

- Confirm the completeness of

current information asset
registers and revised them, if the
current one are not adequate.

- digital and non-digital assets are

marked/labeled  with  agreed
classification

- Any other relevant deliverable(s).

-Gap Analysis Report —on

previous documentation
pertaining to risk
assessment/treatments;

- Review report(s) on Network

Architecture/ Security
Architecture/ Vulnerability
Assessment /Penetration Testing /
Information  Security  Risk
Assessment  / Information
Security Risk Treatment Plan;

- Review Report;
- Statement of Applicability (SoA)

document for selection of
1SO27001 controls;

- Any other relevant deliverable(s).

-Confirm the completeness of
(iISAT) Program Plan and revised,
if the current one is not adequate;

- Matrixes and  reports  for

measuring the performance of
'ISAT Program Plan’;

- Performance matrices and reports

on non-technical and technical
security controls;

-ISMS implementation progress

matrices and reports /incident
handling progress updates;



- Operational controls;

- Compliance controls; and

- efc.
- Assist ISD in monitoring implementation of
technical controls viz.

- Access controls;

- Communication and Network controls;

- Cryptographic/Encryption controls;

- System Development and Maintenance

controls;

- Prepare ISMS performance matrices and
dashboard based on IT Reporting Framework.

4. Establishing iSIR & BC&DR Teams

4.1

-Assist ISD while building information Security
Incident Response Team (iSIRT) and InfoSec
Aspects of Business Continuity & Disaster
Recovery Team (InfoSec-BC&DR Team) with
Matrix Organizational Structure during its all
stages: from forming, storming, norming, and
performing.

-Conduct/arrange trainings for iSIR and InfoSec-
BC&DR Teams

-Review Information Security Events and Incident
Handling policies and procedures.

- Review automated processes like
Management, Incident Management,
Management, Change Management etc.

- Review security controls at datacenter at HO and
disaster recovery centre at Lahore

Event
Problem

5. Internal and Certification Audits

- Assist while building Internal ISMS Audit Team
(1A Team);

- Conduct Internal Audit Trainings for ISMS Audit
Team;

- Assist ISMS Audit Team in performing detailed
internal audit to identify nonconformities;

- Assist ISMS Audit Team in taking corrective and
preventive actions, based on the results of the
internal ISMS audit and management review or
other relevant information to achieve continual
improvement of the ISMS; and

- Assist ISMS Audit Team in performing pre-
assessment prior to final certification

- information security
dashboard; and
- Any other relevant deliverable(s).

reporting

Confirm the completeness of
Information Security Events and
Incident Handling policies and
procedures and revise, if the
current one is not adequate.

- Revised automated processes like

Event Management, Incident
Management, Problem
Management, Change

Management etc.
-Gap Analysis Report —on IT
business continuity and disaster

recovery;
- Revised business continuity and
disaster  security aspect of
Information Security Policy
-Any other relevant
deliverable(s).

-Internal Audit report;
-Preventive  and  Corrective
Action reports;

- Control Improvement plan —

Extraction form minutes of IS-
GRC Council review meetings;
and

- Any other relevant deliverable(s).
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Eligibility Criteria for Technical Evaluation :

Following supporting documents required to be attached by consultant/consulting firm :

Sr.#
1.

2

Criteria

Should be an individual consultant or a
consultancy organization/ partnership firm or a
limited company registered under Laws.

The consultant/consulting firm should have
never been blacklisted / barred / disqualified by
any regulator / statutory body.

Should have undertaken a similar work of
providing advisory services in ISMS
Consultancy and BS 7799/ 1SO 27001 in at least
one organizations.

The consultant/ consultant firm should be
independent of technology or facilities
providers, who can provide truly independent
advice.

All the activities during the engagement should
be performed by consultant/ consultant firm
directly and not outsourced

Consultant Selection/Evaluation Process

Supporting document

In case of an organization/
partnership firm or a limited
company registered under Laws,
should provide Company
incorporation certification

The consultant/consultant ~ firm
should provide an undertaking for
same

Provide client certificate or the
contract with client indicating the
scope of project as desired.

Provide details around
organizational structure and Line of
Businesses.

Proposal confirming  the

mentioned requirement

The scoring of consultant/consulting firm will be based on technical and financial scores. The

technical and financial scores will be arrived at as follows:

2.1 Technical Scoring /Evaluation
The technical scoring, among other things, will be based on the following:

Summary of the Technical Evaluation

Summary of Technical Proposal Evaluation Form

Weight in

Percentage Score

1. Stability Expertise and experience of Consultant/Consulting Firm

15%

2. Evaluation of Consultant/Consulting Firm Proposed Project Schedule

10%

3. Evaluation of Consultant/Consulting Firm Proposed solution to fulfill the requirements as set out in RFP

15%

4. Project Team Staffing (Project Manager/Key Personnel/Team Structure)

15%

5. Consultant/Consulting Firm Proposed Project Quality Control

05%

6. Project Methodology and Approach to achieved the required objectives

15%

7. Consultant/Consulting Firm cliental in Pakistan for similar projects

15%

8. Consultant/Consulting Firm Security Awareness Program/Training Options

10%

Consultant/Consulting Firm completion of all required responses in the correct format

Mandatory

Total Score (rating)

10



- ____________________________________________________________________________________________|
Ratings
On a scale of 1-5 (1=poor, 5=excellent), rate the consultant/consultancy firm on the following categories:

e ___________________________________________________________________________________________|

Summary of Expertise of Consultant’s/Consulting Firm’s

1. Stability and Expertise of Consultant/Consulting Firm submitting Proposal Marks 112|345 |Score
1.1 Reputation of Consultant/Consulting Firm and its Staff (Competence / Reliability) 10% 21416]18]|10
1.2 Litigation and Arbitration history 5% 1T121314]5

1.3 General Organizational Capability which is likely to affect implementation (i.e. Pvt., Joint Stock

o)
Company, Partnership, or Sole Proprietorship, size of the firm/ Consultancy team 10% 2141eqe|me

1.4 (ISO Certifications, CMM levels) Quality assurance procedures, warranty 35% 7114121]128]35
1.5 Relevance of Specialized Knowledge 10% 21416]18]|10
1.6 Relevance on Similar Projects 10% 21416]18|10
1.7 Relevance on Projects in the Area 10% 21416]181]10
1.8 Relevance work for SECP / Government / Autonomous/ multinational organizations 10% 21416]18|10

Average rating

Summary of the Project Schedule

2. Evaluation of Consultant/Consulting Firm Proposed Project Schedule Weight 112]3]| 4|5 |Score
2.1 Final Completion Date (duration) 35% 7114121128135
2.2 Milestones 35% 7114121128]35
2.3 Level of Details 30% 61121182430

Average rating

Summary of Work Plan and Approach

% I;\;iluation of Contestant/Consultancy Firm Proposed solution to fulfill the requirements as set out Weight 112130215 ]score
3.1 To what degree does the Contestant/Consultancy Firm understand the task? 35% 7114121]128]35
3.2 Have the important aspects of the task been addressed in sufficient detail? 25% 5[10|15f20]25
3.3 Are the different components of the project adequately weighted relative to one another? 10% 21416]18]|10
3.4 Is the conceptual framework adopted appropriate for the task? 10% 2141618110
3.5 Is the scope of task well defined and does it correspond to the RFP? 20% 418112116120

Average rating

Evaluation of Proposed Project Key Personnel / Team Staffing:

4. Project Team Staffing (Project Manager/Key Personnel/Team Structure) Weight| 112 |34 |5 Score

4.1 Professional Trainings/Certifications 35% | 7114]21|28]35

4.2 Size of the proposed team 30% | 6]12]18|24]30

4.3 Professional Experience in the area of specialization 35% | 7[14]121128]35
Average rating

Evaluation of Proposed Project Quality Control:

5. Vendor's Proposed Project Quality Control Weight| 112|134 | 5| Score
5.1 Quality Control 35% [ 7114|21]128]35
5.2 Change Control System 30% | 6]12]18]24]30
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5.3 Configuration Management 35% | 7 [14]21128]35

Average rating

Evaluation of Proposed Project Methodology and Approach:

6. Project Methodology and Approach to achieved the required objectives Weight| 12|34 |5 Score
6.1 Project Management Approach, Methodology, Models 30% | 6]12]18]24]30
6.2 Framework, Technology and Model Proposed 30% | 6]12]18]24]30

6.3 Technology and Methodology proposed is compatible / compliance with SECP's existing o
1SO27001:2013 40% |8 [16]24]32]40

Average rating

Evaluation of Consultant/Consultancy Firm by its Clients:

7. Consultant’s/Consulting Firm'’s cliental in Pakistan for similar projects Weight

N
no
w

4 |5 |Score
7.1 consultancy services provided to its client 30% 612118124130

7.2 Clients were organizations like: SECP / Government / Autonomous/ multinational organizations | 20% 418112116120

7.3 The project was successfully delivered within scope, budget and schedule 50% |10]20(30[40(50

Average rating

Evaluation of Consultant/Consulting Firm Proposed Awareness / Training Options:

8. Consultant's/Consulting Firm’s Security Awareness Program/Training Options Weight|1 |2 |3 |4 |5 |Score

8.1 Proposes Security Awareness Program 20% |48 [12|16]20

8.2 Proposes Trainings and practice sessions 60% |12 i 36148| 60

8.3 Proposes training period (man-hours) and number of persons 20% |418112]16]20
Average rating

Various stages of technical evaluation are highlighted as below:

1. Matching the clear eligibility criteria as indicated above (Eligibility Criteria)

2. Eligibility of the consultant/consulting firm based on the fully matched
eligibility criteria

3. Paper evaluation based on response

4, Arriving at the final score on technical proposal

5. Reference check with the referred customers

Proposal(s) found eligible for technical evaluation and securing 60% marks (60 marks out of
100) in technical evaluation shall ONLY be considered as RESPONSIVE for financial proposal
opening.

Proposal(s) found eligible for technical evaluation and securing less than 60% marks (60 marks

out of 100) in technical evaluation, would be considered as NON RESPONSIVE and their
financial proposal shall not be opened.

In the event only one Proposal is found eligible and secures 60% marks (60 marks out of 100),
the Commission will have the right to place the order with the single bidder.

In the event that more than one proposals secure the cut-off of 60%, the technical -Financial
scoring is arrived as below.
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2.2 Techno-Financial scoring

The financial proposal of the technically responsive proposals/ consultant/consulting firm will
be opened and the consultant/consulting firm will be ranked as L1, L2, L3, etc. on the basis
of their fees / price (in the ascending order, i.e. L1 being the consultant/consulting firm with
the lowest fees / price, followed by L2 with the next lowest fees / price and so on). There
would be a weight-age of 70% to the Technical score and 30% for the financial price. The
maximum marks (Total score) for Technical and Financial proposals would be 100. It would
be normalized as under for each bidder:

Total Score =0.7 X T (s) + 0.3 x F(s), where F(s) = (LP / BP) x 100

Acronyms:

« T(s) stands for technical score out of 100 for the bidder

« F(s) stands for percentage of a bidder’s commercial price compared to the lowest quoted
price among the bidders whose commercial bids are opened

« BP stands for Bidder’s price

« LP stands for Lowest price among all the bidders

The proposals will be ranked in terms of Total Scores arrived at as above. The proposal with
the highest Total Score will be considered first for award of contract.

13



CONSULTANCY AGREEMENT

This Consultancy Agreement (the “Agreement”) is made and entered into this [insert date] (the
“Effective Date”) by and between the Securities and Exchange Commission of Pakistan
(SECP) with its principal place of business located at NIC Building, 63 Jinnah Avenue, Blue
Area, Islamabad (the “Commission”) and [insert name] with its principal place of business
located at [insert address] (the “Consultant”) (hereinafter referred to individually as a “Party”
and collectively as “the Parties™).

WHEREAS, the Commission’s current mandate includes the following:

e Regulation of corporate sector and capital market;

e Supervision and regulation of insurance companies;

e Supervision and regulation non-banking finance companies and private pensions
schemes; and

e Oversight of various external service provides to the corporate and financial
sectors, including chartered accountants, credit rating agencies, corporate
secretaries, brokers, and surveyors etc.

WHEREAS, the Consultant has expertise in the area of [insert description of area of
expertise];

WHEREAS, the Commission desires to engage the Consultant to provide certain services
in the area of Consultant’s expertise and the Consultant is willing to provide such services to

the Commission;

NOW, THEREFORE, the Parties hereby agree as follows:

1. Engagement and Services

(@ Engagement. The Commission hereby engages the Consultant to provide and perform
the services set forth in the ‘Scope of Work’ Article (2) of Annex-A, titled ‘RFP -Hiring
Consultancy Services -ISMS-Gap Analysis’ attached hereto (the “Services”), and the
Consultant hereby accepts the engagement.

(b) Standard of Services. All Services to be provided by Consultant shall be performed with
promptness and diligence in a workman like manner and at a level of proficiency to be expected
of a consultant with the background and experience that Consultant has represented it has. The
Commission shall provide such access to its information, property and personnel as may be
reasonably required in order to permit the Consultant to perform the Services.

(c) Tools, Instruments and Equipment. Consultant shall provide Consultant’s own tools,
instruments, equipment, and place of performing the Services, unless otherwise agreed between
the Parties.

(d) Representation and Warranty. Consultant represents and warrants to the Commission that
it is under no contractual or other restrictions or obligations which are inconsistent with the
execution of this Agreement or which will interfere with the performance of the Services.
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2. Consultancy Period

(@ Commencement. This Agreement shall commence on the Effective Date and shall remain
in effect until the completion of the Services or the earlier termination of this Agreement as
provided in Article 2 (b) (the “Consultancy Period”).

(b) Termination. This Agreement may be terminated by the Commission, without cause and
without liability, by giving [insert number in words] ([insert number]) calendar days written
notice of such termination to the Consultant. This Agreement may be terminated by either Party
by giving [insert number in words] ([insert number]) calendar days written notice of such
termination to the other Party in the event of a material breach by the other Party. “Material
breach” shall include:
I.  any violation of the terms of Articles 1 (d), 3, 4, 5, 6, 7, 9 and 10;
ii.  any other breach that a Party has failed to cure within [insert number in words]
([insert number]) calendar days after receipt of written notice by the other Party;
iii.  the death or physical or mental incapacity of Consultant or any key person
performing the Services on its behalf as a result of which the Consultant or such
key person becomes unable to continue the proper performance of the Services;
Iv.  an act of gross negligence or wilful misconduct of a Party; and
v. the insolvency, liquidation or bankruptcy of a Party.

(c) Effect of Termination. Upon the effective date of termination of this Agreement, all legal
obligations, rights and duties arising out of this Agreement shall terminate except for such legal
obligations, rights and duties as shall have accrued prior to the effective date of termination
and except as otherwise expressly provided in this Agreement.

3. Consultancy Fee

(@ Consultancy Fee. In consideration of the Services to be rendered hereunder, the
Commission shall pay Consultant a Consultancy fee at the rates and payable at the time and
pursuant to the procedures set forth in Exhibit-A (the “Consultancy Fee").

(c) Payment. The Consultant shall submit to the Commission invoices detailing the Services
performed and the amount due. All such invoices shall be due and payable within [insert
number in words] ([insert number]) calendar days after receipt thereof by the Commission, in
accordance to the Exhibit-A.

4.  Work Product and License

(@) Defined. In this Agreement the term "Work Product” shall mean all work product
generated by Consultant solely or jointly with others in the performance of the Services,
including, but not limited to, any and all information, notes, material, drawings, records,
diagrams, formulae, processes, technology, firmware, software, know-how, designs, ideas,
discoveries, inventions, improvements, copyrights, trademarks and trade secrets.

(b) Ownership. Consultant agrees to assign and does hereby assign to Commission all right,
title and interest in and to the Work Product. All Work Product shall be the sole and exclusive
property of the Commission and Consultant will not have any rights of any kind whatsoever in
such Work Product.
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Consultant agrees, at the request and cost of the Commission, to promptly sign, execute, make
and do all such deeds, documents, acts and things as the Commission may reasonably require
or desire to perfect the Commission's entire right, title, and interest in and to any Work Product.
Consultant will not make any use of any of the Work Product in any manner whatsoever
without the Commission’s prior written consent. All Work Product shall be promptly
communicated to the Commission.

(c) License. In the event that Consultant integrates any work that was previously created by
the Consultant into any Work Product, the Consultant shall grant to, and the Commission is
hereby granted, a worldwide, royalty-free, perpetual, irrevocable license to exploit the
incorporated items, including, but not limited to, any and all copyrights, patents, designs, trade
secrets, trademarks or other intellectual property rights, in connection with the Work Product
in any manner that Commission deems appropriate. Consultant warrants that it shall not
knowingly incorporate into any Work Product any material that would infringe any intellectual
property rights of any third party.

5. Confidential Information

(@) Defined. In this Agreement the term “Confidential Information” shall mean the Work
Product and any and all information relating to the Commission’s business, including, but not
limited to, research, developments, product plans, products, services, diagrams, formulae,
processes, techniques, technology, firmware, software, know-how, designs, ideas, discoveries,
inventions, improvements, copyrights, trademarks, trade secrets, customers, suppliers, markets,
marketing, finances disclosed by the Commission either directly or indirectly in writing, orally
or visually, to Consultant. Confidential Information does not include information which:

i. isin or comes into the public domain without breach of this Agreement by the
Consultant;

ii.  was in the possession of the Consultant prior to receipt from the Commission and
was not acquired by the Consultant from the Commission under an obligation of
confidentiality or non-use;

iii.  is acquired by the Consultant from a third party not under an obligation of
confidentiality or non-use to the Commission; or

iv. is independently developed by the Consultant without use of any Confidential
Information of the Commission.

(b) Obligations of Non-Disclosure and Non-Use. Unless otherwise agreed to in advance and in
writing by the Commission, Consultant will not, except as required by law or court order, use
the Confidential Information for any purpose whatsoever other than the performance of the
Services or disclose the Confidential Information to any third party.

Consultant may disclose the Confidential Information only to those of its employees who need
to know such information. In addition, prior to any disclosure of such Confidential Information
to any such employee, such employee shall be made aware of the confidential nature of the
Confidential Information and shall execute, or shall already be bound by, a non-disclosure
agreement containing terms and conditions consistent with the terms and conditions of this
Agreement. In any event, Consultant shall be responsible for any breach of the terms and
conditions of this Agreement by any of its employees. Consultant shall use the same degree of
care to avoid disclosure of the Confidential Information as it employs with respect to its own
Confidential Information of like importance, but not less than a reasonable degree of care.

(c) Return of Confidential Information. Upon the termination or expiration of this Agreement
for any reason, or upon Commission’s earlier request, Consultant will deliver to Commission
all of Commission’s property or Confidential Information in tangible form that Consultant may
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have in its possession or control. The Consultant may retain one copy of the Confidential
Information in its legal files.

6. Interference with Business
(@ Non-Competition. During the term of this Agreement, Consultant will engage in no

business or other activities which are, directly or indirectly, competitive with the business
activities of the Commission without obtaining the prior written consent of the Commission.

(b) Non-Solicitation. Consultant agrees that for a period of one (1) year after termination of
this Agreement, Consultant shall not:

i.  divert or attempt to divert from the Commission any business of any kind in which it is
engaged, including, without limitation, the solicitation of or interference with any of its
suppliers or customers; or

ii.  employ, solicit for employment, or recommend for employment any person employed
by the Commission, during the Consultancy Period and for a period of one (1) year
thereafter.

7. Independent Contractor

The Consultant agrees that all Services will be rendered by it as an independent contractor and
that this Agreement does not create an employer-employee relationship between the Consultant
and the Commission. The Consultant shall have no right to receive any employee benefits
provided by the Commission to its employees. Consultant agrees to pay all taxes due in respect
of the Consultancy Fee and to indemnify the Commission in respect of any obligation that may
be imposed on the Commission to pay any such taxes or resulting from Consultant’s being
determined not to be an independent contractor. This Agreement does not authorize the
Consultant to act for the Commission as its agent or to make commitments on behalf of the
Commission.

9.  Force Majeure

Either Party shall be excused from any delay or failure in performance required hereunder if
caused by reason of any occurrence or contingency beyond its reasonable control, including,
but not limited to, acts of God, acts of war, fire, insurrection, strikes, lock-outs or other serious
labor disputes, riots, earthquakes, floods, explosions or other acts of nature.

The obligations and rights of the Party so excused shall be extended on a day-to-day basis for
the time period equal to the period of such excusable interruption. When such events have
abated, the Parties’ respective obligations hereunder shall resume.

In the event the interruption of the excused Party’s obligations continues for a period in excess
of [insert number in words] ([insert number]) calendar days, either Party shall have the right to
terminate this Agreement upon [insert number in words] ([insert number]) calendar days’ prior
written notice to the other Party.

9.  Non-Publicity
Each of Commission and Consultant agree not to disclose the existence or contents of this

Agreement to any third party without the prior written consent of the other Party except:
I.  toits advisors, attorneys or auditors who have a need to know such information;
ii.  asrequired by law or court order; and
iii.  asrequired in connection with the reorganization of a Party, or its merger into any other
corporation, or the sale by a Party of all or substantially all of its properties or assets,
or (iv) as may be required in connection with the enforcement of this Agreement.

17



10. Assignment
The Services to be performed by Consultant hereunder are personal in nature, and the

Commission has engaged Consultant as a result of Consultant’s expertise relating to such
Services. Consultant, therefore, agrees that it will not assign, sell, transfer, delegate or
otherwise dispose of this Agreement or any right, duty or obligation under this Agreement
without the Commission’s prior written consent. Nothing in this Agreement shall prevent the
assignment by the Commission of this Agreement or any right, duty or obligation hereunder to
any third party.

11. Injunctive Relief

Consultant acknowledges that a violation of Article 5 or 6 would cause immediate and
irreparable harm to the Commission for which money damages would be inadequate.
Therefore, the Commission will be entitled to injunctive relief for Consultant’s breach of any
of its obligations under the said Articles without proof of actual damages and without the
posting of bond or other security. Such remedy shall not be deemed to be the exclusive remedy
for such violation, but shall be in addition to all other remedies available at law or in equity.

12.  Governing Law and Dispute Resolution

This Agreement shall be governed by and construed in accordance with the laws of Pakistan,
without giving effect to any choice of law or conflict of law provisions. The Parties consent to
the [insert “exclusive” or “non-exclusive”] jurisdiction and venue in the courts of [insert name
of courts] in the city of [insert name of city].

13. General

This Agreement constitutes the entire agreement of the Parties on the subject hereof and
supersedes all prior understandings and instruments on such subject. This Agreement may not
be modified other than by a written instrument executed by duly authorized representatives of
the Parties.

No waiver of any provision of this Agreement shall constitute a waiver of any other
provision(s) or of the same provision on another occasion. Failure of either Party to enforce
any provision of this Agreement shall not constitute a waiver of such provision or any other
provision(s) of this Agreement.

Should any provision of this Agreement be held by a court of competent jurisdiction to be
illegal, invalid or unenforceable, such provision may be modified by such court in compliance
with the law giving effect to the intent of the Parties and enforced as modified. All other terms
and conditions of this Agreement shall remain in full force and effect and shall be construed in
accordance with the modified provision.

14. Survival of Provisions

The following provision of this Agreement shall survive the termination of this Agreement:
Articles 2 (c), 3, 4, 5, 6 (b), 7, 9 and 14 and all other provisions of this Agreement that by their
nature extend beyond the termination of this Agreement.

IN WITNESS WHEREOF, and intending to be legally bound, the Parties have duly executed
this Agreement by their authorized representatives as of the date first written above.

Signed for and on behalf of Signed for and on behalf of
Securities and Exchange Commission of Pakistan [insert name of Consultant]

By: By:
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Name:
Title:

Name:
Title:
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Bid Submission Form

1. M/s. , hereby submits financial bid, against Invitation to Bid
“Hiring of Consultancy Services for Enterprise ISMS Gap Analysis”, Tender
Identification Number /18-19.

2. Bidder shall quote in following manner:

1. Consultancy Services Charges Rs.
2. Any Other charges (Transportation, Accommodation | Rs.
etc.)
3. Grand Total (S. No. 1 — 2) Inclusive of all applicable | Rs.
Taxes.
Amount of Bid Security i.e. 2% of S. No. 3 Rs.

We hereby declare and confirm that
(1) Quoted prices are inclusive of all applicable taxes.

(2) SECP reserves the right to cancel this invitation and reject all bids at any stage of the
bidding process.

Signature

Name with Official

Stamp

Date
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